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AI Maturity Model



What’s Driving Change? 

… and lots of experiments! 



WHAT IS
Artificial Intelligence?

AI, or artificial intelligence, is the simulation
of human intelligence processes by machines,
especially computer systems.

Imagine computers that can learn, think, and
adapt like humans.

OXFORD DICTIONARY DEFINITION:

ARTIFICAL INTELLIGENCE (AI) is the theory and 

development of computer systems able to perform 

tasks normally requiring human intelligence.





AI Model

Prompt:

Write me a blog post on . . .

Create a new song in the style of . . .

Write code to do . . .

Create a picture of a cat wearing a baseball hat. . .

Generative AI

Output:



LARGE LANGUAGE MODELS (LLMS)

𝗢𝗽𝗲𝗻-𝗦𝗼𝘂𝗿𝗰𝗲 𝗟𝗟𝗠𝘀 → 𝗖𝘂𝘀𝘁𝗼𝗺𝗶𝘇𝗮𝗯𝗹𝗲 & 𝗖𝗼𝗺𝗺𝘂𝗻𝗶𝘁𝘆-𝗗𝗿𝗶𝘃𝗲𝗻 
𝗟𝗟𝗮𝗠𝗔, 𝗠𝗶𝘀𝘁𝗿𝗮𝗹, 𝗗𝗲𝗲𝗽𝗦𝗲𝗲𝗸, 𝗤𝘄𝗲𝗻, 𝗮𝗻𝗱 𝗕𝗟𝗢𝗢𝗠

𝗣𝗿𝗼𝗽𝗿𝗶𝗲𝘁𝗮𝗿𝘆 𝗟𝗟𝗠𝘀 → 𝗘𝗻𝘁𝗲𝗿𝗽𝗿𝗶𝘀𝗲-𝗚𝗿𝗮𝗱𝗲 & 𝗖𝗹𝗼𝘀𝗲𝗱-𝗦𝗼𝘂𝗿𝗰e 
𝗚𝗣𝗧-𝟰, 𝗖𝗹𝗮𝘂𝗱𝗲 𝗮𝗻𝗱 𝗚𝗲𝗺𝗶𝗻𝗶𝗘𝗻𝘁𝗲𝗿𝗽𝗿𝗶𝘀𝗲, 𝗚𝗿𝗼𝗸-𝟯

𝗦𝗽𝗲𝗰𝗶𝗮𝗹𝗶𝘇𝗲𝗱 𝗟𝗟𝗠𝘀 → 𝗜𝗻𝗱𝘂𝘀𝘁𝗿𝘆-𝗦𝗽𝗲𝗰𝗶𝗳𝗶𝗰 𝗔𝗜 
AI for →

H𝗲𝗮𝗹𝘁𝗵𝗰𝗮𝗿𝗲? 𝗠𝗲𝗱-𝗣𝗮𝗟𝗠 is trained on medical data. 
L𝗲𝗴𝗮𝗹 𝘄𝗼𝗿𝗸? 𝗟𝗮𝘄𝗚𝗣𝗧 fine-tunes for compliance and legal 
docs. 
S𝗰𝗶𝗲𝗻𝘁𝗶𝗳𝗶𝗰 𝗿𝗲𝘀𝗲𝗮𝗿𝗰𝗵? 𝗦𝗰𝗶𝗕𝗘𝗥𝗧 is optimized for academic 
NLP. 
S𝗽𝗲𝗲𝗰𝗵 𝗿𝗲𝗰𝗼𝗴𝗻𝗶𝘁𝗶𝗼𝗻? 𝗪𝗵𝗶𝘀𝗽𝗲𝗿 is the gold standard. 



WHAT IS
Machine Learning?

Machine learning is like teaching a 
computer to make smart guesses.  

Teaching a computer to recognize 
patterns and make decisions based on 
what it has learned.



AGENT VS. AGENTIC AI





• Job Displacement and Unemployment

• Deep Fakes

• Misinformation & Fake News

• Hallucinations

• Data Poisoning 

• Black Box

• Jail Breaking

• Biological Weapons

• Privacy

• Child Safety

• Interview & Interrogation

• Power Consumption

• Bias and Discrimination

RISKS OF AI



JOB DISPLACEMENT

According to a study by the 
McKinsey Global Institute, up to 
800 million jobs could be lost to 
automation by 2030.



AI’S DOOMSDAY WARNING

WIRED asked readers to respond to warnings that advanced AI 
could pose an existential threat. Their reactions reveal a much 
bigger divide around trust, control and how seriously we 
should take the risk.



COXON RESIGNATION – A FUTURE 
RISK SIGNAL
An insider warning about the competitive race toward self-
improving AI. It is a forecast and governance argument, not 
evidence of an immediate catastrophe. 

Capability & Competition
Pressure to develop more autonomous systems 
outpaces safety research.

The governance gap

Independent testing, release thresholds, and 
verifiable coordination.

Alignment & Oversight



OPENAI – HUGGING FACE – A 
CONTAINMENT GAP
A multi-stage breach during an internal, reduced-safeguard 
cyber evaluation. It demonstrates how indirect access and 
multiple weak points compound, not a public-chatbot escape.

1 2

3 4

Internal Evaluation Indirect Egress

Internal Evaluation Data- Processing Flaws

Agents in a reduced-
safeguard cyber test 

environment.

Vulnerabilities in a shared 
package service allowed 

external access.

Agents located publicly 
exposed Hugging Face 

credentials.

Exploited weaknesses in 
dataset processing to 

access production.



ANTHROPIC BIOSECURITY REPORT – 
DUAL – USE CONTROL
A disclosure of suspected dual-use research and access-control 
evasion. The provider explicitly did not establish harmful intent, name 
a country, or report a confirmed biological weapon.

Legitimate Science
Vaccine development, disease surveillance, and public 
health research. 

The Dual – Use Overlap

Development of biological weapons or precursors.
Harmful Misuse

Knowledge that can serve both therapeutic goals and harmful 
development. Intent is often uncertain.



OLD RISKS NEW TOOLS

Fraud, manipulation, impersonation and misinformation have 
been around for years. AI didn’t create these risks, it changed 
what’s possible.

Today, AI can make these tactics faster, more 
convincing, easier to execute and harder to detect.

The difference is scale, speed and sophistication.



AI IS CHANGING WHAT’S POSSIBLE

AI isn’t just making existing tactics 
more sophisticated. It’s creating 
entirely new capabilities.

From generating realistic people 
who never existed to predicting 
behavior and making autonomous 
decisions, AI is moving into areas 
once limited to human judgment.



AI IS BECOMING A NATIONAL 

SECURITY ISSUE
As its capabilities grow, so does the need to understand 
where AI could create new vulnerabilities and be 
prepared for what comes next.

Awareness and preparation matter more than ever.



AI ANXIETY 

As AI advances, fear and uncertainty are causing some businesses to 
hesitate. Concerns around risk, jobs, security and the unknown are 
understandable but waiting too long creates another risk: falling 
behind.

The goal isn’t to rush into AI. It’s to 
learn it, understand it and use it 
responsibly.



AI DOESN’T ALWAYS GET IT RIGHT

As AI becomes more capable, it can 
also behave in unexpected ways. 
These systems can make mistakes, 
get stuck, produce false information 
or respond in ways their creators 
never intended.



….





Deepfakes (portmanteau of "deep learning" and 
"fake“) synthetic media that have been digitally 
manipulated to replace one person's likeness 
convincingly with that of another. 

DEEP FAKE VS. AI GENERATED

AI Generated
created or significantly 
enhanced using artificial 
intelligence technologies



MISINFORMATION: DEEP SEEK

Chinese AI startup, it released its latest model, 
DeepSeek R1, which it said rivalled technology 
developed by ChatGPT-maker OpenAI in its 
capabilities, while costing far less to create.



MISINFORMATION



JOB FARMING

ETHICAL CONCERNS



AI Washing

The Automaton Chess Machine



HALLUCINATIONS



• AI system produces a result or makes 
a decision, and the reasoning behind 
that result is not transparent.

• Raises concerns about trust, 
accountability, and reliability.

BLACK BOX EVENTS



JAIL BREAKING



EXPLAINABLE AI (XAI)

To mitigate the risks of black box events, researchers are 
developing Explainable AI (XAI), which aims to make AI 
systems more interpretable and transparent. 

This involves designing models 
that provide insight into how 
decisions are made, making it 
easier for humans to 
understand, trust, and validate 
the system's outputs.



Biological Weapons
CHATGPT



UNRESTRICTED LLM



UNRESTRICTED LLM



UNRESTRICTED LLM



PRIVACY



PRIVACY



WHEN AI GETS IT WRONG

• New Mexico defense attorney Stephen Aarons used ChatGPT to summarize trial records for a murder appeal.
 
• ChatGPT invented police testimony and fabricated witnesses that were never part of the trial record. 

• The AI-generated summary also incorrectly represented key facts about the case. 

• Aarons relied on the information without properly verifying it against the original records. 

The New Mexico Supreme Court held Aarons in contempt and fined him $5,000. 



BRYAN KOHBERGER

Nearly one year after pleading guilty, Kohberger 
is seeking to withdraw his plea.

2025
Pleaded guilty to the murders of four University of 
Idaho students
→ Deal avoided the death penalty

2026
Filed a handwritten petition claiming actual 
innocence
→ Asking the court to undo his guilty plea



HOW WE SHOULD USE AI

ASK BETTER QUESTIONS
→ Use AI to challenge our thinking, explore ideas and see problems differently.

GET TO INSIGHT FASTER
→ Turn hours of research, documents and data into information we can actually use.

REMOVE THE BUSY WORK
→ Automate repetitive tasks so our time goes toward customers, strategy and problem-solving.

MAKE BETTER DECISIONS
→ Use AI to find patterns and connections we might otherwise miss

APPLY IT TO THE REAL WORLD
→ In retail: connect RFID, video, sensor and transaction data to better understand what happened, where it 
happened and what needs attention.



Risks for Security 
Professionals

•Physical security

•Vulnerabilities

•Countermeasure research

•Policy and procedure



AI USE CASES

• AI-Powered Assistants

• Fraud Prevention

• Administrative Tasks Automated

• Creating Smart Content

• Voice Assistants

• Personalized Learning

• Autonomous Vehicles

• Spam Filters

• Facial Recognition

• Recommendation System

• Carrying goods in hospitals,

factories & warehouses

• Inventory Management

• Identifies Unknown Threats

• Flaw Identification

• Threat Prevention

• Responding to Threats

• Recognize Uncharacterized Action

• Heavy Goods Transportation

• Traffic Management

• Ride-Sharing

• Route Planning

• Manufacturing

• Cleaning offices and large

equipment



48

WITH MULTIPLE 
SYSTEMS, 
THINGS GET 
COMPLICATED!

eCommerce / OMS

POS

Inventory

CCTV

ERP

Contact Center

Fraud Platform

Returns 
Management

WMS



PROMPT ENGINEERING

Prompt engineering is the practice of writing inputs, 
to interact with generative AI (gen AI) models.

Enhance customer experiences, streamline 
processes, and make data-driven decisions with 
greater precision. 

Empowers businesses to leverage AI 
tools and systems effectively, enabling them to stay 
competitive in a rapidly evolving digital landscape.



PROMPTS FOR 

CCTV Design Optimization Prompts 

• “Design a layered physical security system for a retailer’s corporate campus, 

including CCTV, access control, and perimeter defenses.” 

• “Create a CCTV layout plan for a 20,000 sq ft data center, considering blind spots, 

lighting, and redundancy.” 

• “What are best practices for designing CCTV coverage in areas with mixed lighting 

conditions?” 

• “Generate a checklist for designing and auditing a compliant CCTV system in a 

regulated retail environment.”



OUTPUT FOR 

CCTV Design Optimization



PROMPTS FOR 

Strategic Planning & Threat Modeling 

“Simulate a threat model for a multi-site retailer and identify key physical security 
vulnerabilities across data centers, branches, and executive offices.” 

“Generate a physical risk matrix for a large retailer HQ with 500+ employees, 
considering natural disasters, insider threats, and external attackers.” 

“What are the top 10 physical security risks for retailers in 2025, and how can 
infrastructure be adapted to mitigate them?” 



OUTPUT FOR 

Strategic Planning & Threat Modeling 



PROMPTS FOR 

Design & Infrastructure Planning

“Design a multi-layered physical access control system for a secure server room with 

dual authentication, mantrap, and surveillance.” 

“How would you optimize the physical security layout of a high-rise retail office building 

from lobby to executive floor?” 



OUTPUT FOR 

Design & Infrastructure Planning



PROMPTS FOR 

Audit, Compliance & Policy Documentation

“Write an internal audit checklist for physical security controls at a retail store, aligned 

with FFIEC or ISO/IEC 27001 standards.” 

“Summarize the physical security requirements for PCI DSS compliance in layman's 

terms.” 

“Draft a standard operating procedure for incident escalation in case of physical breach 

after hours.” 



OUTPUT FOR 

Audit, Compliance & Policy Documentation



PROMPTS FOR 

AI & Tech Integration

“How can I use AI-powered video analytics to detect tailgating, loitering, or object 
abandonment in a retail building?” 

“Design a framework for integrating AI-based anomaly detection with physical 
access logs and surveillance footage.” 

“What are some privacy-conscious ways to implement facial recognition or LPR in 
a retail setting?” 



OUTPUT FOR 

AI & Tech Integration



PROMPTS FOR 

Incident Response & Scenario Simulation

“Generate tabletop exercise scenarios for a physical breach at a retail store—include 

response team roles and communication protocols.” 

“Create a playbook for physical threats to executives, including office, home, and travel 

security measures.” 

“Simulate a coordinated protest scenario outside a retail HQ—how should security and 

infrastructure teams respond?” 



OUTPUT FOR 

Incident Response & Scenario Simulation



PROMPTS FOR 

Training & Team Development 

“Create a 60-minute physical security awareness training outline for non-security 

employees at a retail store.” 

“Generate interview questions for hiring a physical security systems engineer with retail 

industry experience.” 

“What are the most important KPIs for measuring the effectiveness of a corporate 

physical security program?” 



OUTPUT FOR 

Training & Team Development 



PROMPTS FOR 

 Procurement & Tech Comparison 

“Create a scorecard template to compare physical security vendors based on reliability, 

compliance, scalability, and integration.” 

“Compare the cost-benefit and operational trade-offs of cloud-based vs. on-prem CCTV 

systems for a retailer.” 

“What physical security technologies are best suited for executive protection in high-

risk urban environments?” 



OUTPUT FOR 

Procurement & Tech Comparison 



PROMPTS FOR 

Credit Card Fraud Investigations

"Simulate an interrogation of a cashier suspected of placing skimming devices on payment terminals, focusing on questions 

designed to expose accomplices, device placement, methods used, and retrieval procedures."

"Describe specific verbal responses and body-language cues an employee might exhibit when questioned about unauthorized 

use of customer credit card information to make fraudulent purchases online." 

"Create an example dialogue where an investigator confronts a retail associate with digital evidence linking them to repeated  

fraudulent credit card transactions—highlight the suspect’s typical defensive tactics and rationalizations."

"Develop a structured interrogation plan, including at least 7 targeted questions, aimed at determining if a store employee c opied 

credit card information from customers to use or sell.“

"Provide a realistic exchange to secure an admission from an employee accused of capturing credit card numbers through 

unauthorized photography or device tampering at a POS station."



OUTPUT FOR 

Credit Card Fraud Investigations



PROMPTS FOR 

Employee Fraud & Embezzlement Interviews

"Simulate a detailed interview with an assistant manager suspected of systematically shorting cash drawer totals, including 
their likely denial strategy and how investigators might ethically leverage evidence for admission."

"Provide specific questions and investigator responses when confronting a retail associate about a 'ghost refund' scheme, 
designed to uncover details of the fraud, frequency, participants, and financial impacts."

"Generate a realistic investigative conversation with an employee suspected of manipulating physical inventory counts to 
conceal theft or losses, including detailed rationalizations investigators can offer."

"Explain common deceptive behaviors (physical, verbal, emotional) exhibited by retail management personnel during 
interviews involving misappropriation of company funds."

"Illustrate a step-by-step interrogation dialogue employing the Reid method to confront a supervisor responsible for ongoing 
financial fraud through falsifying payroll records."



OUTPUT FOR 

Employee Fraud & Embezzlement Interviews



PROMPTS FOR 

Organized Retail Crime (ORC) Interviews

"Simulate a strategic interview between a loss prevention investigator and a store employee suspected of collusion with an 

organized retail crime ring, highlighting tactics to uncover network details, methods, and roles."

"List at least 10 advanced questions designed to extract critical intelligence from a suspect about ORC groups operating in y our 

retail stores, including their structure, targeting practices, and fencing methods."

"Create a detailed interrogation dialogue where a known ORC booster initially denies involvement but eventually admits 

participation and provides actionable intelligence about fencing locations and accomplices."

"Explain how an investigator can effectively interview a suspect who has been using advanced counter-surveillance methods (e.g., 

avoiding CCTV, utilizing decoys) to evade detection during organized retail crime operations."

"Generate five powerful rationalization statements tailored specifically to break psychological resistance and encourage trut hful 

admissions from retail employees connected to organized retail theft networks."



OUTPUT FOR 

Organized Retail Crime (ORC) Interviews



PROMPTS FOR 

Cargo Theft Interviews

"Simulate an interview with a warehouse employee suspected of collaborating with an external group to facilitate cargo theft —

focus specifically on uncovering operational methods, communication channels, and internal accomplices."

"Develop targeted interview questions to uncover if a contracted truck driver intentionally diverted or misappropriated cargo  

shipments—include questions about discrepancies in GPS data and unexplained stops."

"Explain the verbal cues, nervous reactions, and physical indicators that may be displayed by a logistics manager or associate 

involved in cargo theft schemes during an interview or interrogation."

"Create a realistic dialogue in which an investigator confronts a distribution center employee with security footage implicat ing 

them in cargo theft. Highlight effective rationalization techniques to secure an admission."

"List advanced interrogation questions designed to expose broader cargo theft networks, including the involvement of external  

fences, transportation personnel, and insider facilitators."



OUTPUT FOR 

Cargo Theft Interviews



PROMPTS FOR 

Refund Fraud Interviews

"Simulate a detailed interrogation scenario with a cashier suspected of creating fraudulent refunds ('ghost refunds') without  
customer returns, including typical initial denials and eventual admissions of motive and method."

"Provide specific examples of verbal responses and non-verbal behaviors exhibited by a retail associate involved in refund 
fraud during investigative questioning."

"Outline 10 targeted investigative questions for uncovering complex refund fraud schemes involving multiple store 
associates working collaboratively to defraud the company."

"Create a structured dialogue showcasing how to ethically confront and interview a supervisor who approved suspicious 
refunds knowingly linked to fraudulent transactions."

"Demonstrate the empathetic, non-confrontational approach during an investigative interview aimed at obtaining a 
confession about refund fraud from a long-term trusted employee."



OUTPUT FOR 

Refund Fraud Interviews



PROMPTS FOR 

Gift Card Fraud Interviews

"Generate a realistic investigative conversation between an investigator and an employee suspected of activating gift cards w ithout 

payment, focusing on strategic questioning about methods, collaborators, and card disposition."

"Describe detailed examples of suspicious behaviors, speech patterns, and reactions typically displayed by retail employees 

engaged in gift card-related fraud when questioned."

"Provide targeted interview questions and dialogue examples designed for confronting an employee with POS records or electron ic 

evidence linking them to systematic fraudulent gift card transactions."

"Create a detailed interview plan and sample dialogue for questioning a retail associate suspected of colluding with external  parties 

to commit fraudulent gift card activation and resale schemes."

"Provide five impactful rationalization statements tailored to reduce a suspect’s psychological barriers and encourage truthf ul 

admissions specifically related to gift card fraud in a retail environment."



OUTPUT FOR 

Gift Card Fraud Interviews



Transformative Intelligence Through Tracking

•RFID data layer: real-time, 
accurate, continuous, item-level 
visibility

•AI intelligence layer: pattern 
recognition, prediction, 
automation

•AI transforms RFID data streams 
into actionable intelligence and 
predictions



AI and RFID: Key Benefits

•Operational Efficiency
•Cost Reduction
•Real-Time Agility
•Enhanced Security
•Future Horizons



Retail Inventory Management & Loss Prevention Supply Chain & Logistics Optimization

Health Care Patient Safety & Asset Tracking Smart Manufacturing & Quality Control

AI-powered RFID reduces retail shrinkage by 
detection theft patterns in real time

Ensure the right patient gets the right 
treatment at the right time

AI-powered RFID reduces retail shrinkage by 
detection theft patterns in real time

Reduce Downtime by predicting failures and 
optimizing production

RFID & AI Use Cases



AI and RFID:
Getting Started

•Think big, start small
•Define your vision
•Prove value incrementally 
before scaling
•Engage end users early
•Identify the right partner



WHAT TO EXPECT

CoPilots and Agents 
integrated into your workflow

Conversational UIs
Tell it what you want, instead of 
clicking

AI Ethics & Bias Review
Infosec Review, AI Compliance 
Review

Shift Towards AI/ML Models 
over Rules/Policies

Shift Towards Hyper 
personalized experiences

Use of AI by Bad Actors
Spam, Malware, Fraud are all getting more 

sophisticated



CONCLUSION

• AI presents tremendous benefits and risks
• Ethical principles are necessary to mitigate risks
• AI is here to stay - we must embrace it 

responsibly



DOWNLOAD THE GUIDE



LET’S CONNECT



THANK YOU


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48: WITH MULTIPLE SYSTEMS,  THINGS GET COMPLICATED!
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86

